Combating lllegal Wildlife Trade Online:
Support from NGOs and the Tech Sector :

Crawford Allan
For TRAFFIC & WWEF
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June 12 - &

O Pangolin scares for sale added 2 new photos. e

500kg of Pangolin scares available for sale. They are literally being
eaten into extinction. It is believed that their scales provide numerous
health benefits when in reality. contact for your order via email:




Wiewien Rahman

Tortoise shel Bitie boxes

Hil Ada slow loris untuk dijual!
Rm450

-Jantan
-Sbulan
-Jinak

Cod Ampang/KL area
Whatsapp 017663622
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"| Lee Him Chemical added 3 new photos
5\ t 4am- @

120kg of African pangolin scales for sale
contact us by email: sonyucigltd@gmail.com

ANTIQUE CHINESE KWAN YIN ¢
FIGURINE SIGNED

M 2 viewed per hour

“In great condition.”
e Like A Share 5
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US$399.99  [obi)

Erter US $393.99 or mare

Price: US $850.00

© Addiow|

Located in United States

Shipping  $12.00 Standard

Share



& I
| _add6d 6 new phOtOS ’\a January 11- @

& August 12 at5:112pm- @ : #
) gu “ Selling pangolins and anything else people want...

08.333053908
:% Joooo od

2620 OFOOO 00
09792629192

oY Like () Comment &> Share




e

§ (7) slow loris for sale - Facebc x

C' @ Secure | https://www.facebook.com/phc

X otic & Reptiles For *°*
\¥ Sale In Malaysia

April 7,2015 - Q

Slow loris. Sloth malaysia for sale. Do pm me

[b Like d) Share
Q6

View 1 more comment

N- Ajmal Hannan Zulkifli Pm slow loris
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Dév Kabilef Pm
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Amerul Syahfig Pm
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Mohd Syamil Pm
2y - Like

Jax Aziz pm

2y - Like

Sham Sulaiman Nak nak... Pm pliss

2y - Like - See Translation
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July 19 at 1:44 PM - Twitter - Q

Extremely Rare Esteemed Antique Japanese Ivory of a fisherman di
DANIMANRDM https://t.co/3MB4h6q8pl via @Etsy - Call
r any questions or info

ETSY.COM
Extremely Rare Esteemed Antique Japanese Ivory of a
fisherman selling - red imperial seal
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Suggested Groups

All Women All Trails: Hiking &
Backpacking
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Asahan ang dating last week ng June! — &) feeling
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‘ Like - Reply -5 1 - June 13 at

i want! i want!
. Like - Reply - &y 1 - June 13 at 8:34p

. Available yan sir,
naku luwa mata q.... (%)

Like - Reply -5 1 - June 13 at

Sir, ahaha!!! Price?

‘ Like - Reply ‘&% 1 - June 13 at

Improve Your News Feed

We'd like to hear your feedback! Please
answer a few questions about your
News Feed.

Give Feedback

Invite Friends to Like Pages
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Item Details

I cotic & Reptiles For...

about 2 weeks ago

Black Winged kite Dusky Monkey Spotted
Wood Owl Chikra Hawk Eagle Whatssap Joe
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The Coalition to End Wildlife Trafficking Online

34 company partners across Americas, Asia, Europe and Africa
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Policy Harmonization

In-Depth Company Training

The Approach df_—cx:;i:::;“

Industry Collaboration
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Use( Machine Learning
Education Enhancement
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policy Does Ruby Lane permit the sale of

What are the guidefines? emETREde ol veryoraHer Endangered or Threatened Wildlife
endangered species?
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@ Animals Products
Ivory and Endangered Species Site-wide Guidelines
(® Animal parts, pelt or skin Animportant part of creating a sustainable future is protecting wildlife from extinction. To conserve

1. Ivory may no longer be listed or sold on Ruby Lane as of August 17,
2015. species that are most vulnerable, Etsy prohibits the sale of products made from endangered or

() Animal traps threatened animals as identified by the CITES Apgendix | and the US Endangered Species Act

2. Antique items made in whole or in part of any species listed in CITES
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@ Hunti fishi diti "All state and federal documentation and certificates required by « Bears
unting or fishing expecitions law for commercial sale, import or export, have been obtained for « Cetaceans (2.g. Dolphins, Porpoises, Whales)
this item. Proper legal paperwork will be included with it at # Chinchillas

@ Ivory or bone shipment.” » Cosals (Elkhorn, Staghorn)
Exampieg of Prohmg + Crocodilians
are not limitey m: ted live Wildflife ang thei, @ Marine mammal items If the shop owner does not have all the necessary paperwork required by » Elephants
-~ e”’pl‘udum incluge, . law or they do, but the declaration above is not included in their listing, « Marine Turtles
Fn:m:&;. Asiatic Gacy g, T @ Stuffed birds the item may not remain for sale on Ruby Lane and we may choose to « Pangolins
e .,,._:,f,:‘;';::r-wmm.-mm:-ﬁim Pands, g, e remove the listing. » Primates (e.g. Bonobo, Chimpanzee, Gorilla, Monkeys, Orangutan)
b R S S S0 By ) . + Protected Bitds (e.g. Falcons, Eagles, and Parrots)
# Birg, PR bt e ST Bt (%) Turtle or tortoise shell items ¥ . ,;
— S Alric Grey p, Y SPOCiman; s :,""rhu. it g If you are unsure whether or not the plant or animal-based product you
N ;
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More Information About Wildlife Exploitation

) . . Policy PR——
PrOthlted items: Anlmals Paosts may not promote the sale of any animals RIS i i 0% G A €A T T A
il ehton i s Ak Pl - Tove. To mak
Examples o fewr guidelines
@ Animal cages - o .
‘ Endangered species and
@ Products for animals (toys, collars, stc ) . .
live animals

@ Veterinary services

@ Grooming services
s made from tortoise shell, ivory,
@ Boarding services

i olher

© Live animals
© Pels
© Livestock

6% of partners
aligned so far

Fund.

@ Any part, pelt or skin from an animal, including fur

B Content that altempts to sell live animals between private

individuals
Do not past:



Key search words library

Angle carving Kifaru Key Words/Hashtags Meaning in English A
Angong Niuhang Pill Pembe Té giac Rhino E4 5
black angle Poda Slrng té giac, Strng té Rhino horn X
black plastic Sirng Horn xi’
horn Mua sirng té giac, mua strng té Buy rhino horn Xijiao
powder Mua ban sirng té giac, mua ban slrng té Sell-buy rhino horn A [
raw material Cham khac sirng té giac, cham khac sirng té Rhino horn carving EEjiao
worked material #Slrng té : ==
— Rhino horn
#Sirngtégiac ZEAR
Below are search terms that HSirng Horn LEAHET,
may be associated with the . .. e
#Muasirngtégiac . =z 5
above key words, these can be Buy rhino horn
. #muasirngté [iis)=2
searched separately or in .
. . . . #Muabansirngtégiac _ £/
conjunction with species — Sell-buy rhino horn sm
names above where #muabanstrngté
appropriate: fichamkhacstngté Rhino horn carving
Taxidermy, skin (vel), hair #Chamkhacsirngtégiac
(hare), Foot, Feet, Teeth,
Tooth, Horn, Skull, Bone(s) . . . R
[ LC Meat. Exofi Use cases: For companies to build or to improve upon existing automated keyword

filters; to inform build-out of interstitial program with companies; to reinforce Cyber
Spotter training

> Elephant | Rhino | Pangolin | Bear | Marine | BigCat | Primate | Live Animals | Other Animals | ... (%) 4



e Y

jantique

antique bone

antique Chinese

pm 2ntique ivory

antique tusk
asian ivory
bone

bone inlay
bovine
.:bovine bone
carved bone

carved Chinese

antique netsuke

carved faux
carved ivory
carved natural
carved netsuke
carved puzzle ball
carved tusk
cattle bone
Chinese bone

Chinese carved

&
¥

deep carving
deep graining
estate sale
exclusive

exotic material
faux

faux bone

faux bovine bone

faux ivorine

Chinese deep carved faux ivory

Chinese ivory
collectable

cow bone

carved Chinese bone cross-hatch

fossilized tusk
graining

hand carved

VY

indian carved
ivery

ivorine

ivory

ivory color (ed)
ivory colored
ivory colour (ed)
ivory coloured
ivory netsuke
A\"A ¢

mammoth

mammoth ivory

hand-crafted carved marine tooth

carved Chinese faux cross-hatch graining heirloom

/
YRR |

natural grained
natural material
natural substance
netsuke

not bone

not bone or resin
not man made
not resin
okimono
one-of-a-kind

ox bone

patina
patination

posh bone

natural grain (ed) pre-ban

pre-convention
raw ivory

raw material
replica ivory
schreger lines
scrimshaw
striations

tusk

very heavy
victorian
vintage carved
vintage ivory
walrus ivory
weight/scales

whale tooth




Artificial Intelligence: Automated Detection / Removal




OWLE.T

(Online Wildlife Learning, Education & Training)

1. Global Wildlife
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165,000 ADS
BLOCKED
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Facebook announces ban on
live animals in marketplace
and e-commerce pages

()} @ https://instagram-press..  [4]
PRESS —

Protecting Wildlife and Nature from
Exploitation

) Posted on December 04, 2017

Starting today, when a person searches
for a hashtag associated with harmful
behavior to animals or the environment,

they will see a content advisory screen.




The Future: Total Wildlife Bans & Dark Web?
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Links between Coalition &
law enforcement

* INTERPOL/ IFAW Cyber-enabled
Wildlife Crime Workshop

* Global Wildlife Cybercrime Action Plan

* Funds - Guidelines

* EU Commission grant

Tania McCrea-Steele

International Project  @ifaw —
Manager, Wildlife I aw
|

Crime


mailto:info-int@ifaw.org
http://ifaw.org/

How can the Coalition
benefit WENs?

» Political will = enforcement capacity

» Disrupt @ scale - bad business for traffickers
» Host cross-sector workshops

» Provide information - trends, MQO’s

» Channel info to companies

How can the Coalition benefit WENs?

24



How can the Coalition
benefit WENs?

» Inform trainings
» Make introductions to companies

» Improve understanding of company
practices — the backend

How can the Coalition benefit WENs?




How can the Coalition '.;C D

benefit WENs? ool
""""" @ ONY  w®  ser Education
Harmonization
» Educate users '%l\‘ ‘&a
» ldentify Al solutions o Industry . C't'MObgiZirE
i itizen Spotters
» Pass on info on traffickers to companies Collaboration P
___________ =z
In-Depth Machine Learning
Company Training Enhancement

ifaw

How can the Coalition benefit WENs? 26



How WENSs can help achieve the
Coalition Goal of 80% reduction by
2020

» Trainings, investigations and operations
» Company MOU’s/info sharing agreements

» Provide information to improve company
performance

» Provide info on prosecutions

links to organised crime, impact of online wildlife trafficking
to species survival

How WENSs can help achieve the Coalition Goal of 80% reduction by 2020

Our Mission

The Coalition to End Wildlife
Trafficking Online unites tech
companies across continents in
partnership with experts at WWEF,
TRAFFIC and IFAW to reduce
wildlife trafficking online by

80% by 2020.

27



What do YOU need
from The Coalition to End
Wildlife Trafficking Online?
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Visit: www.endwildlifetraffickingonline.org

Tania McCrea-Steele

tmccrea@ifaw.org

ifaw



