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Outline
• Mandate
• Advantages
• Approach to implementing electronic CITES permitting systems

• Feasibility assessment
• Project management

• Tools and guidance
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eCITES permitting system

• What is eCITES permitting 
system? 

The scope of eCITES includes 
electronic application and issuance 
of CITES permits, control and 
authentication of CITES permits, 
reporting as well as exchange of 
permits between the Parties. 

• Objective
To improve the implementation of 
the Convention by using modern 
Information and Communication 
Technologies to simplify compliant 
trade and to combat illegal trade.
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Mandate

• Standing Committee

o Working Group on electronic systems and information 
technologies

4

•Dec. 19.150-19.152 on Electronic Systems and Information 
Technology

Standards for EPIX, alternatives of endorsement, traceability 
systems, use of HS codes, capacity development of MAs.

•Dec. 19.153-19.155 on Risk assessment and analysis for border 
control

Risk bases analysis and inspection

•Res Conf. 12.3 (Rev. CoP19) on Permits and certificates
•Res Conf. 11.3 (Rev. CoP19) on Compliance and enforcement

https://cites.org/eng/dec/index.php/44355
https://cites.org/eng/dec/index.php/44354
https://cites.org/sites/default/files/documents/COP/19/resolution/E-Res-12-03-R19.pdf
https://cites.org/sites/default/files/documents/COP/19/resolution/E-Res-11-03-R19.pdf
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How does it help the Parties?

Legality:  
Origin & sourcing, (inter-) national legislation

Sustainability
Non-detriment findings 

Traceability
Trade data & transaction details 
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Advantages of E-cites
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Simplifies 
and 
automat
es trade 
processes 

Increases 
transpare
ncy 

Provides 
legal 
acquisition, 
non-
detriment 
and 
traceability 
information
. 

Prevents 
the use of 
fake or 
forged 
permits.

Allows for 
quick and 
easy 
exchange of 
information

Allows for 
electronic 
risk 
management 
for targeted 
inspections, 
based on the 
trade and 
transaction 
information

Connects 
to the 
national 
electronic 
single 
window. 

Automaticall
y generates 
statistics, for 
example, in 
Annual 
Reports for 
CITES  
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• The United Nations Global Survey on Digital and Sustainable Trade 
Facilitation 2023 (biennial) 

• New Question on Wildlife Trade Facilitation –
• Electronic Application, Issuance and Exchange of CITES 

Permits/Certificates

Current status of eCITES implementation  - New Survey Tool
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Current status of eCITES implementation – 2023 Survey Results
• Only less than 30 percent of respondent Parties have implemented 

this measure – www.untfsurvey.org  
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http://www.untfsurvey.org/
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www.untfsurvey.org
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How to approach electronic CITES permitting systems?

• Not a computer programme 
or software only.

• Tool to implement the 
Convention and to enable 
transparency, collaboration, 
efficiency in the way trade is
conducted. 

• Systematic approach to its
implementation so that
systems are user-friendly and 
can be used for long-term. 

• Holistic view – national or 
regional or even global
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• Compliance?
• Traceability?
• Enforcement?

• Scientific Evidence?
• Reporting?

• DATA 

11

How to approach electronic CITES permitting systems?
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Electronic Data for risks assessment and control

• Access to data related to 
• CITES 

permits/certificates
• trade trends
• traders
• species
• quota
• trade routes
• legal acquisition findings
• non-detriment findings

• Targeted inspections
• species identification
• detections
• confiscation
• statistics
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Assessment of the Current (as-is) and future contexts (to-be)

Legislation review

• What is the application procedure, centralized or decentralized?
• Who does what?
• What documents are required? 
• How are NDF and LAF checked?
• How much time is required to issue permit?
• How is the payment done?
• How is permit data exchanged with customs/border 

authorities/importing country/exporting country?

• Is there a provision for eCITES? Does it need a revision? Can 
eCITES be implemented without the revision?

Process analysis
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Technical assessment

Cost-benefit analysis

Implementation plan/recommendations

Assessment of the Current (as-is) and future contexts (to-be)

• What is the technical capacity in the MA?
• What kind of infrastructure is available?
• If there is a legacy system – what can be done with it? 
• Locally-sourced solution
• Externally-sourced solution
• Data storage
• Data security and technologies involved

• Cost of the solutions and business model (fee based, donor-
supported etc.)

• Potential benefits of the solution (legal trade, transparency, 
efficiency, impact on biodiversity, conservation etc.)
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Is there a National Single 
Window? 

Can eCTIES System be
integrated with the NSW?

Can eCTIES System be
interfaced with the NSW?

Is there a National Customs 
Systems?

How to connect with the 
National Customs Systems?

Assessment of the Current (as-is) and future contexts (to-be)
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eCITES Project

CITES Management Authorities, 
Border Control Agencies 
(Customs) and Traders 
(Exporters and Importers), other 
government agencies.

Simplify and automate business 
processes and establish 
collaboration of stakeholders 
through exchange of electronic 
information for an improved 
implementation of the CITES 
Convention.

Beneficiaries

Scope and objective
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High-level Project Plan

A

B

C

D

Objective

Project 
phases and 
activities

Expected 
improvements 
and KPIs

Governance 
structure
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Four stages – phased implementation
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Key aspects to keep in mind
• Interoperability – Can the eCITES system exchange data with customs 

and NSW?  
• International standards – Use the CITES Toolkit for the international 

semantic standards. What if the permit information needs to be
exchanged with other Parties? 

• Project governance and cooperation – Keep the relevant agencies in 
the project preparation and execution. Cooperation with border agencies
(customs, law enforcement authorities etc.)

• Phased implementation – Pilot eCITES with a parallel paper system, 
then fully into a fully paperless application, issuance and control system. 
Finally, eExchange. 

• Implementation model - National systems vs regional systems. 
• Financial model - Cost of implementation vs trade volume vs trade value 

vs biodiversity/conservation impact.
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Key challenges (and opportunities)
• Exchange of permit information between

national agencies and Parties and 
interoperability. 

• Possible alternatives to physical endorsements
of permits (digital signatures, barcodes).

• Risk management of CITES specimens and 
use of HS codes for controls. 

• Resources and capacity of Management 
Authorities

• Cooperation with border agencies (customs, 
law enforcement authorities etc.)

• Cost of implementation vs trade volume vs 
trade value.

• Lack of financial resources for implementing
eCITES across the regions. 
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Resources – CITES Electronic Permitting Toolkit
Version No. 3

Published February 2023
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Resources - Other Guidelines

https://cites.org/eng
/prog/eCITES

The eCITES
Implementation

Framework (General 
guidance for project

implementation)

Guidelines and 
Specifications for 
Electronic Permit 

Information Exchange 
(EPIX) of CITES Permits and 

Certificates

International Standards
and Best Practices
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Species+ API - https://speciesplus.net/

https://speciesplus.net/
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eCITES webpage – www.cites.org/eng/prog/eCITES
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UNCTAD ASYCUDA eCITES Solution
Off-the-shelf solution: 
• ePermit, eControl, eReport, eXchange

• Powerful functions: Web access, user profiles, controls & checks, risk 
management,  electronic payment, work flow support ..

• Solution can be configured to national requirements and extended by 
the country

• Supports international trade and eBusiness standards : WTO, WCO, 
UNECE, ISO, ..

• Easy integration with any Customs and Single Window system: 
electronic permit exchange and validation, integrated Customs Risk 
Management, eSPS,..

https://ecites.asycuda.org
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Partners
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Thank you

Salehin Khan
Email: khan.salehin@cites.org
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