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Smart
Connectivity

Uses clear, free, openly available and
harmonized standards,
recommendations, guidance,
regulations, conventions... in order to
promote seamless exchanges

Applies Information and Communication
Technologies (ICT) and innovative
processes to improve interactions
(between people, companies,
governments, economies, objects)

Brings together public service needs
with private sector innovation and
financing capabilities
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EFACT

UN/CEFACT - UN Centre for Trade
Facilitation and Electronic Business

» Simple, transparent and
effective processes for

Objectives global business

« Efficient and automated
exchange of information

» Global trade facilitation
recommendations

Key tools « eBusiness standards
* Guidelines

* Public-Private
Partnership
— over 1000 experts

* Meeting virtually
practically every week

Trade facilitation is discussed at
three levels: all complementary
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UN/CEFACT Work on Blockchain

* White Paper on Trade Facilitation Processes

* Presenting the functionalities blockchain offers that can’t
be achieved by other means

* White Paper on Standards
» Considering relationships with current standards
« Studying what new standards are necessary

Work In progress:

» Sectoral Use Cases
* Presenting 31 case studies in 10 Industry sectors

e Cross-border Inter-ledger exchange

UN / CEFACT  For Preferential Certificates of Origin using Blockchain

| « Looking at key issues to consider while creating,
administering and using such platforms 5
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Blockchain considerations

* The chosen method of authentication should be
“as reliable as was appropriate for the purpose
for which the data message was generated or
communicated, in the light of all the
circumstances, including any relevant
agreement.”

L

 Blockchain is a very high level of reliability and
not all data transactions require the highest
l level of reliability

UN/CEFACT Recommendation 14 (2014), paragraph 37.
Article 7.1, UNCITRAL “Model Law on Electronic Commerce with Guide to Enactment 1996 with additional 6
article 5 bis as adopted in 1998” United Nations, New York, 1999, p.5-6.
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* Not all blockchains are equal. They can vary in:

* Vulnerability, robustness, cost, speed and ability to scale
up, degree of privacy

B OCI(CI|a l‘ « Cannot reasonably expect all data exchanges to use the same

I I C t bl t all dat h t th
blockchain solution. Creating -interoperability issues:

challenges ) I SropeTa Y

« Semantics, syntax, programs, consensus protocols

» Implied cost of using blockchain may in fact create new
barriers to trade
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* Many Pilot Projects exist

BIOCkChai n Use « Often dissociated, not based on

standards

cases « Everyone basically creating their own

blockchains

» Countries are looking into use of blockchain

« Still a lot of hype — real added value
being studied 8
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Blockchain: When to Use

d N
Bln:i:d'ladlns prnvhie”a hin;rlu]ly ed
NO consistent data store. If you don't ne
Do ""?” needa shared, that, you don’t need a Blockchain
consistent data store?
CONSIDER: Email / Spreadsheets
L
ves |
p
Your data comes from & singhe entity.
Does more than one NO Blockchaing are typically used when data
entity need to comes from multipbe entities.
contribute data? CONSIDER: Database
L CAVEAT: Auditing Use Cases
AUDITING
ves | ]
il ™ r ™
Blockchains do not allow modifications of
Data records, once NO : :
historical data; they are strongly auditable
written, are never — o BlY
updated or deleted? CONSIDER: Database
N A
ves |
You should not write sensitive informationtoa
Sensitive identifiers NO Blockchain that requires medium to long term
confidentiality, such as P, even i it s
WILL NOT be written to | e———— encrypted
the data store?
CONSIDER: Encrypled Datzbase

1

Are the entitles with
write access having a NO
hard time deciding who
should be in control of
the data store?

YES

Do you want a
tamperproof log of all NO
writes to the data
store?

YES

You may have a
useful Blockchain
use case

Source: US Dept. of Homeland Security, author unknown, Sebastien Meunier, published on Medium,
https://medium.com/@sbmeunier/when-do-you-need-blockchain-decision-models-a5c40e7c9bal

If there are no trust or control issues over
whao runs the data store, traditional

database solutions should suffice
CONSIDER: Managed Database

If you don’t need to audit what happened

and when It happened, you don't need 2
Blackchain

CONSIDER; Database
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Semantic interoperability

* Need to ensure that
everyone understands the
same data in the same

way

« Simple terms like Country
of Origin can be
interpreted differently
depending on

» Preferential / Non-
Preferential

» Country of declaration

« Transformation

» Blockchain can help
secure the data and help
parties collaborate... but
they need to understand
the same thing the same
way

UN /CEFACT
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One link in a global supply chain

* CITES Permits are one link in a global supply chain

* The information needs to be interoperable with Transport
information, Commercial information, Other Regulatory
information...

* The international supply chain is very complex (multiple
actors and multiple relations in data exchanges)

* A wholistic view and approach are needed

EFACT

* Information will not be purely goods-related or purely
transport or purely regulatory...

* There are clear links between the information in each part

of the global supply chain "



UN/CEFACT brings
it all together

Under the United Nations umbrella

* Non-competitive; inclusive by
nature; free to participate and free

for use
Base semantic definitions {
» Developed in an open, public-private ‘ ]
partnership '

* Mature, robust and trusted;
developed over twenty years

 Covers the entire international
supply chain; all sectors and all
countries

Base technical specifications

* Reused by many organizations,
promoting interoperability

International code lists

Standard messages and processes
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SINGLE WINDOW

UN/CEFACT developed the first guidance on Single
Window and that definition has been used as the
basis for all subsequent work. Our guidance covers

implementation, data, legal, interoperability.

DOCUMENT LAYOUT

Since the 1960s UN/CEFACT and its predecessors
have provided standards for the standardization of
the layout of trade documents. The UN Layout Key is

the basis of almost all cross border trade documents.

eINVOICING

The UN/CEFACT Cross-Industry Invoice has been
chosen as one of the obligatory formats for all
public procurement for certain countries and its

use will facilitate cross border exchanges.

PROCESS DRIVEN

Traditional electronic messages reflect their original
paper documents rather than supporting modem
process  collaborations  such  as  blockchain.
UMN/CEFACT is leading the path in this new approach.

These are some examples of UN/CEFACT's deliverables. The full

list an be found and downloaded free of charge on our ()

wabsite: www.unece.org/tefact

Some UN/CEFACT work

UN/EDIFACT

The first global electronic data interchange
format, UN/EDIFACT is still teday the most
important centrally developed and maintained
EDI standard covering transport, regulatory,
supply chain and more.

NTFB (National Trade Facilitation Bodies)

Trade facilitation is not just the domain of the
public sector. To be truly effective, private sector
concerns and input must be fully considered.
This is reflected in UN/CEFACT Recommenda-
tions 4 & 40.

TOURISM

Improving tourism capabilities at a local level
helps to improve lives and economies.
UN/CEFACT develops and maintains a series of
messages designed to enable small scale
lodgings to enter markets.

SUSTAINABLE FISHERY

The UN/CEFACT FLUX messages are used in more
and more countries to declare fish catches,
conformity to requlations & port entries. Their
use allow cross-border communication of the
information seamlessly.

eSPS CERTIFICATES

Sanitary and Phytosanitary certificates are a
reqular part of imports and exports. The
UN/CEFACT eCert is used to communicate these
in international trade.
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Where to find documents
www.unece.org/cefact

UNECE B

About UNECE Our work Themes ~ Wherewework  Ope Streamlined presentation of UN/CEFACT standards

United Nations Code for Trade and Transport Locations (UN/LOCODE)
UNECE UM CENTRE FOR TRADE FACILITATION AND E-BUSI

Trade Programme UN/CEFACT LNLOcODE
UN/CEFACT Introduction United Nations rules for Electronic Data Interchange for Administration, Commerce and
Transport (UN/EDIFACT)
About us The United Nations Centre for Trade Fac
Electronic Business (UN/CEFACT) is a suH]
Domains intergovernmental body of the United N| UN/EDIFACT
Projects Commission for Europe (UNECE) which )
point within the United Nations Econom Supply Chain Management
Public Reviews Council for trade facilitation recommend
Oubputs E"ECT_VO”'C business standards. It ha‘S glo Supply Chain Reference Data Model (SCRDM)
and its members are experts from interg
Hecommendations organizations, individual countries' auth Cross Industry Invoice

from the business community.

Cross Industry Delivery

S Transport and Logistics
UN/LOCODE Key areas of work Cross Industry Catalogue

freamlined presentation of Material Safety Data Sheet Detd 1y, 14 model Transport (MMT)
/CEFACT standards

Cross Industry Quotation ) o
Huisiness Requirement : Multi-Model Transport and Logistics (MMT) Reference Data Model
Specifications (BRS) S g Cross Industry Remittance Advi
il A * White Paper on RDM English /= French.~ Russian /-
Core Components Libra Cross Industry Schedulin, il A
[UN/CCL) B & Recommendations Standards £ = = RDM Guidelines /-
Contract Financial Execution M{ * BRSA

ISOMC 154

* Executive Guide

Cross Industry Ordering Proces:
= Structure Report/ Data Elements&

Requirements Specification
Mappings (RSM)

i Fotis Market Research Information - XSD Schema®

UN/EDIFACT :

® The 33rd Forum was asuccesswithal  Transport and Logistics UML Diagram il
UN / CEFACT UNTDED-I507372 meetings at all times throughout the * HTML index
dvancement of all of the regular wor|
XML Schemas o & . -
k ® The UN/CEFACT 25th Plenary approve Multi-model Transport (MMT) Transpart & Logishes - eCHR
Technical Specifications ﬁ.ec:?n'ilm?ndation 430n Sustainal?le F Transport & Logistics - eCMR

Verified Gross Mass (VERMAS)

International Forwarding and Transfer
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(&) unece
Where to find documents
tfig.unece.org
TRADE 'N @) UNECE
FACILITATION
IMPLEMENTATION GUIDE
Home  About Intro Domains  ltnerarie Instruments Organizations Case Stories | Training  |En gl sh ~
-~ Welcome to the Trade Facilitation Implementation Guide ——
A tool for simplifying cross-border trade Agreement
Domains Itineraries Instruments Organizations
= $ o
Gty — | g
UN /CEFACT

Copyrights @ 201 2. All rights reserved.
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UN/CEFACT
more information & contacts

NECE

All UNECE and UN/CEFACT Recommendations,
codes, standards and publications are available for
free on our website at:

e www.unece.org/

* www.unece.org/trade

* www.unece.org/cefact/
* tfig.unece.org

« Secretary of UN/CEFACT, Head of UN/CEFACT
Support Unit:

/]’JN’CE”‘CT » Lance THOMPSON, UNECE
ﬁ%&ﬁ * lance.thompson@un.org
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P Upcoming events of UN/CEFACT

* UN/CEFACT 34th Forum
o 28 October — 1st November, London, UK

Conference on Single
Window
Implementations,
Tuesday 29 October

Conference on
Application Programing
Interfaces (APls),
Wednesday 30 October

EFACT
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Lance THOMPSON

Head, UN/CEFACT Support Unit
lance.thompson@un.org
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Geneva, 2 August 2019

Kiitos

pakka pér fyrir

tesekkiur ederim Dank je

nNTIN

;«Q @ UNECE

{
=
S~

UN / CEFACT




