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Agenda

oWhat is new
oBrief History of ePermitting Toolkit
o International data model alignment:

o UNECE UNCEFACT 
o WCO 

oData exchange syntax support
oWhat can it be used for – how to implement
o Implementation digitilisation challenges 
oAnnex 3 technical html resource for 

implementers
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What is new in the V3.0 CITES ePermitting
Toolkit

This update to the e-permitting toolkit continues to address the three 
primary challenges identified by the Secretariat at the initial design stage:
• Firstly, the toolkit should be harmonized and compliant with paper-

based permitting procedures, so that Parties would have the choice of 
using new e-permitting systems or existing paper-based systems

• Secondly, harmonization with international standards and norms, 
particularly those developed by UN/CEFACT and the WCO is important 
to allow integration with national projects especially those establishing 
single-window initiatives

• Thirdly, the toolkit should be designed with sufficient flexibility to 
accommodate future developments and updates to international 
standards and norms.

* Publication of the CITES e-permitting toolkit was made possible by the financial support of Switzerland.
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Where to find 
and download 
the toolkit
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Introduction

At its 18th meeting (Geneva, 2019), the 
Conference of the Parties adopted Decisions 
18.125 to 18.128 on Electronic systems and 
information technologies and Decisions 
18.129 to 18.131 on Authentication and 
control of permits. 

These decisions directed to the Parties, the 
Secretariat and the Standing Committee, 
recommend using international standards for 
electronic data used for CITES permits and 
harmonization of standards and procedures. 

Furthermore, the Working Group on Electronic 
Systems and Information Technology as well as 
the Standing Committee In its 74th meeting in 
March 2022, recommended the revision of the 
toolkit, first drafted in 2010 and revised in 
2013.
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Updated Table of Contents
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In more detail

• Updated to reflect the 2022 versions of the 
UN/CEFACT Reference Data Models (D22A)

• Updated to reflect the WCO Data Model (3.11)
• Updated implementation guidance for the existing 

communication technology XML plus reflections on 
new communication technologies such as JSON 
schemas

• Revised content of the toolkit to provide a more 
streamlined business perspective and separate 
updated technical Annex (section 5)

• Updated html web presentation of the toolkit
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CITES Business Processes

• The main parties involved in the CITES business 
processes are customers or traders and customs, 
CITES Management Authorities or other governmental 
bodies

• Relationships or interactions of those parties can take 
place on different levels

• 3 levels of interaction 
• Business to Business (B2B)
• Business to Government (B2G)
• Government to Government (G2G)

• These levels will have influences on technical and 
security aspects



Convention on International Trade in Endangered Species of Wild Fauna and Flora

CITES Business Processes contd.

• The international trade procedures in regard to the CITES 
Convention can be summarized in two main processes:

• import of CITES-protected products 
• customs export, transit and import checks
• export (or re-export) of CITES-protected products 

• Depending on the interaction level of business parties the 
view on the same process can be different

• Currently the data exchange processes in many CITES 
implementation environments are paper based and at the 
level of B2B and B2G
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Recommended Implementation Process
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CITES ePermitting Basic Import and Export processes – Business to Business and Business 
to Government            
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B2B and B2G information flow
1 Request for Export Permit A 1* Request for Re-Export
2a Check CITES requirements 2b Check CITES requirements
3 Export Permission 3* Re-Export Permission
4 Request for Import Permit B 4* Request for Import Permit C
5 Import Permission 2c Check CITES requirements

5* Import Permission C
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• Most digitalisation projects are only looking at one sectoral view

• Almost all sectoral views are just one part of a global supply
chain

• The international supply chain is very complex (multiple 
actors and multiple relations in data exchanges)

• A holistic view and approach is beneficial

• Information will not be related purely to goods or purely to 
transport or purely to regulatory

• There are clear links between the information in each part of 
the global supply chain

6

Linking eCITES with the global supply chain



Convention on International Trade in Endangered Species of Wild Fauna and Flora

Shipment (Product Information)
• A shipment is an identifiable collection of one or more Trade Items (available to be) transported together from the Seller 

(Original Consignor/Shipper) to the Buyer (Final/Ultimate Consignee):
• A Shipment can only be destined for one Buyer
• A Shipment can be made up of some or all Trade Items from one or more Sales Orders
• A Shipment can have only one Customs UCR
• A shipment may form part or all of a Consignment or may be transported in different Consignments.

Consignment (Transport Information)
• A consignment is a separately identifiable collection of Consignment Items (available to be) transported 

from one Consignor to one Consignee via one or more modes of transport as specified in one single 
transport service contractual document:

• A Consignment can only have one Transport Service Buyer
• A Consignment can only have one Transport Service Provider
• A Consignment can only have one Consignor
• A Consignment can only have one Consignee
• The Transport Service Buyer can be either the Consignor or the Consignee 
• A Consignment is made up of one or more Consignment Items
• A Consignment can be made up of some or all Trade Items (aggregated into Consignment Items) 

from one or more Shipments

Copyright UNECE

Aligned with WCO Data Model Concepts 

Global Trade – Semantic Anchors
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UN/CEFACT International Supply Chain 
Reference Data Model Family
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Single Windows Document Families 
Border Management Challenges

Trade Insurance
Transport
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• Public side and Government side speak different 
languages or, at least, different dialects

• Affects names and definitions
• Affects data quality 

• Partnership approach using harmonised names and 
definitions will offer increased quality and mutually 
beneficial facilitation

• Pipeline provision of data in trusted trader programs
• Primary and Secondary data views
• Managing moving targets 

Key Single Window Semantic Aspects 

10



Convention on International Trade in Endangered Species of Wild Fauna and Flora

WCO Data Model Support

• CITES ePermitting standard is currently 
available based on the WCO Data Model 
LPCO (Licences, Permits, Certificates and 
Others) Base Information Package for 
providing access for Customs to supporting 
documents

• Mapping between the UN/CEFACT ePermit
data exchange structure and the WCO Data 
Model LPCO subset has been completed to 
provide additional support for the CITES B2G 
and G2G data exchanges 

• Future update to issue a WCO DM v4.0 
version?
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Digitilisation challenges

• Data security mechanisms – which to choose?
• Block chain systems
• QR Codes
• Electronic signatures
• Verifiable credentials
• Etc. 

• Considering global perspectives – other MA partners and 
Customs 

• Export, import and transit processes
• Mapping to HS Coding

• Consider the practicalities of running dual paper and 
electronic permit exchanges in parallel

• How many mechanisms will need to be supported by every 
MA and every Customs Authority if different solutions are 
chosen



Convention on International Trade in Endangered Species of Wild Fauna and Flora

Toolkit v3 Annex 3 html online technical resources

• XML schema specifications for UN/CEFACT and WCO 
Data model eCITES

• Downloadable XML schemas
• Code lists
• Future JSON schema specifications

• Presentation
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Standard CITES 
Permit/Certificate Form
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CITES UN RDM 
ePermit Class 
Diagram - 1
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CITES UN RDM 
ePermit Class 
Diagram - 2
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WCO DM CITES 
subset
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Mapping Project 
- UN RDM ePermit model to WCO DM ePermit Model
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Mapping Report
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Further Information

Please reference the website:

http://www.cites.org/

or contact:

Salehin Khan
CITES Secretariat
UNEP, 11-13 Chemin des Anémones, CH-1219 Chatelaine
Geneva, Switzerland
E-mail: khan.salehin@un.org

http://www.cites.org/
mailto:khan.salehin@un.org
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